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How to use secure connection in HTTPS mode 

 

Solution 1: Use self-signed CA certificate built-in firmware 

1. Download the built-in CA certificate 

The firmware has a built-in CA certificate, user can download the certificate from the web page, 

then import the certificate to PC’s system. 

Go to Setting > System > Maintenance > Import/Export Configuration, click on Export to export 

the CA certificate. 

 

 

The CA certificate is named as “cacert.crt”. 

 

 

2. Import the CA certificate into PC’s system 

On Windows PC, double-click on the “cacert.crt” file to start installation. You can see the 

certificate valid period is 10 years, from 8/14/2023 to 8/11/2023.  

 

Click on “Install Certificate…” to import the certificate. 
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Select “Local Machine” in the import wizard, then click on “Next”. 
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Select “Place all certificates in the following store”, then click on “Browse…” and select 

“Trusted Root Certification Authorities”, then check on OK and go to “Next” step. 

 

 

Click on “Finish” to finish the certificate installation. 

 

3. Check the device time 

Make sure that the device time is within the certificate valid period. 
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4. Reboot device 

If device IP is changed, then please reboot the device so the browser will show 

“secure” connection. 

 

 

Q1: After changing the device IP, why the browser shows “Not secure” HTTPS connection? 

A1: The firmware has a root CA and root CA private key. By default, every time when the 

device starts up, it will use the root CA and private key to generate a server certificate and server 

private key according to the current device IP. After changing the device IP, the server certificate 

IP doesn’t match with device, then browser will regard it as invalid certificate, so the connection 

will show “Not secure”. Reboot the device so that it can generate server certificate and server 

private key again according to the new IP, then the connection will show “secure” again. 

 

Q2: After importing firmware built-in CA certificate into PC system, why the browser still shows 

“Not secure”? 

A2: If you uploaded your own server certificate and server private key into the device, then it will 

use your certificate, since your certificate is not signed by the device built-in CA, the verification 

failed therefore the connection is “Not secure”. 

 

You can import the root CA which was used to generate your certificate into PC system, then the 

connection will be “secure”. 
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 Solution 2: Use self-signed CA certificate 

1. Create self-signed CA certificate 

Install OpenSSL on a Linux virtual machine, then use the commands in steps below to create a 

self-signed CA certificate. 

 

Step 1: Generate root CA private key 

Example command: openssl genrsa -out rootCA.key 2048 

(“rootCA.key” is the private key name, you can define by yourself) 

 

Step 2: Use the root CA private key to generate root CA request. 

Example Command: openssl req -new -key rootCA.key -out rootCA.csr -subj 

"/C=CN/ST=GD/L=SZ/O=SNL/OU=TECH/CN= ipc.security.com" 

(“rootCA.csr” is root CA request file name, /C=country code, /ST=province code, /L=city code, 

/O=organization code, /OU=department code, /CN=Common name, it can be IP or domain or 

org name) 

 

Step 3: Use root CA request and root CA private key to generate root CA. 

Example command: openssl x509 -req -days 365 -in rootCA.csr -signkey rootCA.key -out 

rootCA.crt (365 means this CA’s validate period is 365 days) 

 

 

2. Generate server private key and server certificate. 

 

Step 1: Generate server private key 

Example command: openssl genrsa -out server.key 2048 
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Step 2: Use server private key to generate server certificate request. 

Example command: openssl req -new -key server.key -out server.csr -subj 

"/C=CN/ST=GD/L=SZ/O=SNL/OU=TECH/CN=192.168.1.120" -addext 

"subjectAltName=IP:192.168.1.120" 

(The server certificate will be uploaded the device side, the subjectAltName should be device IP 

or domain, or both, for example: "subjectAltName=DNS:ipc.support.com,IP:192.168.1.120") 

 

Step 3: Use root CA, root CA private key, server certificate request to generate server certificate. 

Example command: openssl x509 -req -in server.csr -CA rootCA.crt -CAkey rootCA.key -

CAcreateserial -out server.crt -days 365 -sha256 -extfile <(echo 

"subjectAltName=IP:192.168.1.120")  

 

 

3. Upload server certificate and server private key into device 

Go to Setting -> System -> Security -> HTTPS Certificate. Select your server certificate and 

server private key, then click on Upload. 
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4. Import the self-signed CA certificate into PC’s system 

Refer to [Import the CA certificate into PC’s system] in Solution 1 to import the self-signed CA 

certificate. 

 

5. Change device IP and synchronize device time 

The device IP should be aligned with the IP address inside the certificate. If not, please change 

your device IP. The device time should be within the server certificate valid period. If not, please 

change your device time. 
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Solution 3: Use public CA certificate 

There are lots of public Certificate Authorities, like DigiCert, Sectigo, GlobalSign, etc. Those public 

Certificate Authorities are trusted by the popular operation systems and browsers, so they will embed 

their root CA certificates. 

 

If a server is using a server certificate signed by the public Certificate Authority, then root CA doesn’t 

need to be manually imported into system. 

 

1. Input the certificate request information and then click on Create to generate certificate request. 

(The Common Name should be the device IP address/domain) 
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2. Click on Export to download the certificate request file. The file is named as “certreq.pem” by 

default. 

 

 

3. Send the certificate request file “certreq.pem” to a public Certificate Authority to generate/sign a 

server certificate. 

 

Note: When Certificate Authority sign the server certificate, the server certificate must contain 

subjectAltName (for example: "subjectAltName=DNS:ipc.support.com,IP:192.168.2.120") and the 

IP/Domain must be the same with device IP/Domian. 
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4. Select the server certificate signed by public Certificate Authority, the click on “Upload” to 

upload it to device. 

 

 

5. Re-open the browser and access device via HTTPS, the connection will show “secure”. 
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Q3: Certificate Authority provides server certificate according to my CSR (certificate request file), 

can I upload the same certificate file to other devices? 

A3: No. The server certificate is generated through a CSR, and the CSR is generated through the 

server private key. When you create CSR (certreq.pem) on device, it will create a private key first. 

Each time the device will create a different private key and store inside, so your server certificate 

and devices private key is a pair. 

If you restore the device, the previous private key will be deleted from it, next time the 

device will generate a new private key, therefore the old server certificate generated through the 

old CSR will not be valid any more. 

 

Q4: How to upload Certificate Authority’s certificate to different devices? 

A4: If you want to apply for server certificate from Certificate Authority and upload the same 

certificate into different devices, then Don’t use device to create CSR, but create CSR and save 

the private key by yourself, or you can ask Certificate Authority to create both server certificate 

and server private key for you, then upload both files into the device. 
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Q5: How to check the server certificate information on device? 

A5: See steps below. 

 

Step 1. Enable HTTPS mode, then access the device web page by HTTPS. 

 

 

Step 2. Click on browser’s “Not secure” or “Secure” icon, then click on “Certificate details” to 

check the current certificate details. 
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Step 3. Server certificate valid period can be found under “General” 

 

 

You can find the server/device IP assigned to this server certificate. 

Note: Device IP address must align with this server certificate IP, otherwise browser will not trust 

this server certificate and the HTTPS connection will show “Not secure”. 

 


