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How to use secure connection in HTTPS mode

Solution 1: Use self-signed CA certificate built-in firmware

1. Download the built-in CA certificate
The firmware has a built-in CA certificate, user can download the certificate from the web page,

then import the certificate to PC's system.
Go to Setting > System > Maintenance > Import/Export Configuration, click on Export to export
the CA certificate.

LoazsiEn Reboot Upgrade Restore Import/Export Configuration
System #
Import Configuration
Settings
Import Configuration et
Change Password
Select File Mo file Chosen

User

Device Log

. Export Configuration
Maintenance

Security CA Cert Eroor
Metwork v Export Configuration -
Video/Audio v
Image

The CA certificate is named as “cacert.crt”.

S —
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2. Import the CA certificate into PC’s system
On Windows PC, double-click on the “cacert.crt” file to start installation. You can see the
certificate valid period is 10 years, from 8/14/2023 to 8/11/2023.

Click on “Install Certificate...” to import the certificate.
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@i Certificate X

General Details Certification Path

@E Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Video Device RCA1

Issued by: Video Device RCA1

| valid from &/14/2023 to 5/11/2033 |

Install Certificate... | Issuer Statement

QK

Select “Local Machine” in the import wizard, then click on “Next”.

o Certificate Import Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, iz a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location
O Current User

To continue, dick Mext.

Cancel
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Select "Place all certificates in the following store”, then click on "Browse...” and select
"Trusted Root Certification Authorities”, then check on OK and go to "Next” step.

& 4 Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for Select Certificate Store X

the certificate.

Select the certificate store you want to use.
() Automatically select the certificate store based on the type of certificate

© Place all certificates in the following store

w1 Personal

] Trusted Root Certification Authorities || |
~_| Enterprise Trus

| Intermediate Certification Authorities

| Trusted Publishers

% lintricted Certificatec

Certificate store:

Browse...

[ Show physical stores

Next Cancel

Click on “Finish” to finish the certificate installation.

€ ¥ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:
(o) il ] v e TNyl 0 Trusted Root Certification Authorities
Content Certificate

| Finish [} Cancel
3. Check the device time
Make sure that the device time is within the certificate valid period.
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4. Reboot device
If device IP is changed, then please reboot the device so the browser will show
“secure” connection.

25 192.168.0.120/index.html#/

192.168.0.120 Certificate Viewer: 192.168.0.120

ﬁ Connection is secure General = Details

@ Cookies and site data
Issued To
81 Site settings Common Name (CM) 192.168.0.120
Organisation (0} Ipc International Inc
Organisational Unit (OU)  Ipc Building Technologies - Building Products

Issued By

Commaon Mame [CN) Video Device RCA1
Organisation (0} Ipc International Inc
Organisational Unit (OU)  Ipc Building Technologies - Building Products

Validity Period

Issued On Thursday 29 May 2025 at 23:37:27
Expires On Wednesday 1 September 2027 at 23:37:27

SHA-236
Fingerprints

Certificate 8e9bba43031437974f85a 10bbaff8ce8606d2643533e0f4b2610ae007d
bd8cl

Public key e43d80ff8e5eal3118e2ccbc763ff6f2c2f50c8e05204cc0ebcal T4f9dbbaf
95

Q1: After changing the device IP, why the browser shows “Not secure” HTTPS connection?

A1: The firmware has a root CA and root CA private key. By default, every time when the

device starts up, it will use the root CA and private key to generate a server certificate and server
private key according to the current device IP. After changing the device IP, the server certificate
IP doesn’t match with device, then browser will regard it as invalid certificate, so the connection
will show “Not secure”. Reboot the device so that it can generate server certificate and server
private key again according to the new IP, then the connection will show “secure” again.

Q2: After importing firmware built-in CA certificate into PC system, why the browser still shows
“Not secure”?

A2: If you uploaded your own server certificate and server private key into the device, then it will
use your certificate, since your certificate is not signed by the device built-in CA, the verification
failed therefore the connection is “Not secure”.

You can import the root CA which was used to generate your certificate into PC system, then the
connection will be “secure”.
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Solution 2: Use self-signed CA certificate

1.

Create self-signed CA certificate
Install OpenSSL on a Linux virtual machine, then use the commands in steps below to create a
self-signed CA certificate.

Step 1: Generate root CA private key

Example command: openssl genrsa -out rootCA.key 2048
(“rootCA.key"” is the private key name, you can define by yourself)

Step 2; Use the root CA private key to generate root CA request.

Example Command: openssl req -new -key rootCA.key -out rootCA.csr -subj
"/C=CN/ST=GD/L=SZ/0=SNL/OU=TECH/CN= ipc.security.com"

(“rootCA.csr” is root CA request file name, /C=country code, /ST=province code, /L=city code,
/O=organization code, /OU=department code, /{CN=Common name, it can be IP or domain or
org name)

Step 3: Use root CA request and root CA private key to generate root CA.

Example command: openssl x509 -req -days 365 -in rootCA.csr -signkey rootCA.key -out
rootCA.crt (365 means this CA's validate period is 365 days)

cer -subj

in rootCA, csr -signkey rootCh key —out rootCh, crt

curity. com

Generate server private key and server certificate.

Step 1: Generate server private key

Example command: openssl genrsa -out server.key 2048
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Step 2: Use server private key to generate server certificate request.

Example command: openssl req -new -key server.key -out server.csr -subj
"/C=CN/ST=GD/L=5Z/0=SNL/OU=TECH/CN=192.168.1.120" -addext
"subjectAltName=IP:192.168.1.120"

(The server certificate will be uploaded the device side, the subjectAltName should be device IP
or domain, or both, for example: "subjectAltName=DNS:ipc.support.com,IP:192.168.1.120")

Step 3: Use root CA, root CA private key, server certificate request to generate server certificate.

Example command: openssl x509 -req -in server.csr -CA rootCA.crt -CAkey rootCA.key -
CAcreateserial -out server.crt -days 365 -sha256 -extfile <(echo
"subjectAltName=1P:192.168.1.120")

3. Upload server certificate and server private key into device
Go to Setting -> System -> Security -> HTTPS Certificate. Select your server certificate and
server private key, then click on Upload.

Quick Start ~ _
P Filte Security Services
System A )
Certificate Request
Settings

Country

Change Password .
State or Province

User

Region
Device Log
Organization
Maintenance
Organization Unit
Security
Common Name 192.168.0.120
Network v
Create
Video/Audio ~ )
Upload File
Image Server Cert Select File server.crt X
PTZ
Server Key Select File server.key X

Event
Upload
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4.

Import the self-signed CA certificate into PC’s system
Refer to [Import the CA certificate into PC's system] in Solution 1 to import the self-signed CA

certificate.

Change device IP and synchronize device time
The device IP should be aligned with the IP address inside the certificate. If not, please change
your device IP. The device time should be within the server certificate valid period. If not, please

change your device time.

25 192.168.1.120/index.html#/

192.168.1.120

ﬁ Connection is secure

 Cookies and site data

#2 Site settings

Certificate Viewer: 192.168.1.120 x

General Details

Issued To

Commen Name [CN)
Organisation (0)

192.168.1.120
SNL

Organisational Unit (QU)  TECH

Issued By

Commoen Name (CN)
Qrganisation (0)

ipc.security.com
SNL

Organisational Unit (QU)  TECH

Validity Period
Issued On

Expires On

SHA-256
Fingerprints

Certificate

Public key

Tuesday 1 July 2025 at 12:56:10
Wednesday 1 July 2026 at 12:56:10

f3424442291d81df598524fa560825ebbfac 1924043 1bb8af3239989ch2
ded6
f516a7217a0420cc5612fa89b1b5ab61012e55fd2b8275¢cc1¢b2f1f97ccO
5645
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Solution 3: Use public CA certificate

There are lots of public Certificate Authorities, like DigiCert, Sectigo, GlobalSign, etc. Those public
Certificate Authorities are trusted by the popular operation systems and browsers, so they will embed
their root CA certificates.

If a server is using a server certificate signed by the public Certificate Authority, then root CA doesn’t
need to be manually imported into system.

1. Input the certificate request information and then click on Create to generate certificate request.
(The Common Name should be the device IP address/domain)

IP Camera

Playback

uick Start
= P Filter HTTPS Certificate Security Services
System A i
Certificate Request
Settings Country N
Change Password .
State or Province GD
User
Region 57
Device Log
Organization SNL
Maintenance
Organization Unit TECH
Security
Common Mame MyCamera
Network v
Create
Video/Audio v -
Upload File
Image Server Cert Select File No file Chosen
PTZ
Server Key Select File No file Chosen
Event
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2. Click on Export to download the certificate request file. The file is named as “certreq.pem” by
default.

P Filter HTTPS Certificate Security Services

Certificate Request

Country CN

State or Province GD

Region 52

Organization SMNL

Organization Unit TECH

Common Name MyCamera
Export

Select Certificate File Select File No file Chosen
Restore

3. Send the certificate request file “certreq.pem” to a public Certificate Authority to generate/sign a
server certificate.

Note: When Certificate Authority sign the server certificate, the server certificate must contain

subjectAltName (for example: "subjectAltName=DNS:ipc.support.com,IP:192.168.2.120") and the
IP/Domain must be the same with device IP/Domian.
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4. Select the server certificate signed by public Certificate Authority, the click on "Upload” to

upload it to device.

IP Camera

uick Start
Q IP Filter HTTPS Certificate Security Services
System & i
Certificate Request
Settings Country N
Change Password .
State or Province GD
User .
Region 5Z
Device Log
Organization SNL
Maintenance
Organization Unit TECH
Security
Common Name MyCamera
Network v
Export
Video/Audio ~
Select Certificate File Select File ca.crt X
Image
Restore Upload
PTZ
Upload File
Bz Server Cert Select File No file Chosen
Storage
Server Key Select File Mo file Chosen

5. Re-open the browser and access device via HTTPS, the connection will show “secure”.

% ipcsupport.com/findex.html#/

ipc.support.com
B Connection is secure
> Cookles and site data

@# Site settings

General  [Cetails

Issued To

Commaon Mame (CK

Organisation {
Orgarisation (O]

Organisational Unit (OU]

Issued By

Comman Mame [CN

Organisation
Organisational Unit (O
Validity Period
ssued On
Expires On
SHA-256
Fingerprints

Certificate

Public key

Certificate Viewer. MyCamera

Thursday 3 J
Friday 3 July
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Certificate Viewer: MyCamera X
General | Details
Certificate Hierarchy

ipc.security.com

MyCamera

Certificate Fields

Certificate Subject Alternative Name
Certificate Subject Key ID
Certification Authority Key ID
Certificate Signature Algorithm
Certificate Signature Value
SHA-256 Fingerprints
Certificate

Public key

4

Field Value
Mot Critical

DMS Name: ipcsupport.com
IP Address: 192,168.2.120

Export...

Q3: Certificate Authority provides server certificate according to my CSR (certificate request file),
can | upload the same certificate file to other devices?

A3: No. The server certificate is generated through a CSR, and the CSR is generated through the
server private key. When you create CSR (certreq.pem) on device, it will create a private key first.
Each time the device will create a different private key and store inside, so your server certificate
and devices private key is a pair.

If you restore the device, the previous private key will be deleted from it, next time the

device will generate a new private key, therefore the old server certificate generated through the
old CSR will not be valid any more.

Q4: How to upload Certificate Authority’s certificate to different devices?

A4: If you want to apply for server certificate from Certificate Authority and upload the same
certificate into different devices, then Don't use device to create CSR, but create CSR and save
the private key by yourself, or you can ask Certificate Authority to create both server certificate
and server private key for you, then upload both files into the device.
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Q5: How to check the server certificate information on device?
Ab5: See steps below.

Step 1. Enable HTTPS mode, then access the device web page by HTTPS.

Lz s FTP SMTP HTTPS Qos 802.1x SNMP ONVIF Platform Access Multis
System v
Status ()
Network ~
HTTPS Port 443 (1~65535)
Settings
*After modification, the camera will restart. Please operate with caution.
Advanced Settings
Video/Audio ~ Apply

Step 2. Click on browser’s “Not secure” or “Secure” icon, then click on “Certificate details” to
check the current certificate details.

& ktps://192.168.0.120/index.html#/

192.168.0.120 X

A Your connection to this site is not
secure
You should not enter any sensitive
information on this site (for example,
passwords or credit cards) because it could

be stolen by attackers. Learn more

—

You have chosen to turn off security p—
warnings for this site. Turn on warnings — = : :
— L1
i . — ann
I ] Certificate details I [ — 1T
y Cookies and site data > f— == :
aEn

81 Site settings [Ed
25 §192.168.0.120/index.ntmil#/ ) 25 192.168.0.120/index.htmliz#/

192.168.0.120 X

ﬂ Connection is secure >

> Cookies and site data >

81 Site settings A

’

« Security X
192.168.0.120

|E| Connection is secure
Your information (for example, passwords
or credit card numbers) is private when it

} is sent to this site. Learn more
Certificate is valid A
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Step 3. Server certificate valid period can be found under “General

Certificate Viewer: 192.168.0.120 X

General = Details

Issued To

Commeon Name (CN)
Crganisation (C)
Organisaticnal Unit (OU)

Issued By

Common Name (CN)
Organisation (C)
Crganisaticnal Unit (OU)

192.168.0.120
Ipc International Inc
Ipc Building Technologies - Building Products

Video Device RCA1
Ipc International Inc
Ipc Building Technologies - Building Products

Validity Period
Issued On Thursday 29 May 2025 at 23:33:51
Expires On Wednesday 1 September 2027 at 23:33:51
SHA-256
Fingarprints
Certificate €76920b836edd032d3c9931406950aaeaa096a03 125bcB0406a5b042c7
36b203
Public key 16f1a8c0b59028455fabaacbdbdbd(9afbfBcdadc2ce53c37a% 5debd28c
eedd

You can find the server/device IP assigned to this server certificate.

"

Note: Device IP address must align with this server certificate IP, otherwise browser will not trust

this server certificate and the HTTPS connection will show “Not secure”.

Certificate Viewer: 192.168.1.120 x

General | Details
Certificate Hierarchy

+ ipc.security.com

192.168.1.120

Certificate Fields

Subject
» Subject Public Key Info

+ Extensions

Certificate Subject Alternative Name

Certificate Subject Key ID

Certification Authority Key ID

Certificate Signature Algorithm

Certificate Signature Value

Field Value

No

IP Address: 192.168.1.120

Export...
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